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Abstract— This paper explains the main innovation of a risk 

assessment tool, called RISK-DET, which will include an ICT 

risk awareness aspect supported by a specific application: 

Voozio 2.0. The design of the RISK-DET tool considers the 

implementation of the emergent ICT (Information and 

Communication Technology) Risk Detection Skill (IRDS) 

concept. Today, the users’ inability to detect a risk situation is 

a real security problem and represents a societal challenge. 

According to the results of a security experiment based on a 

malicious smartphone application called Voozio 1.0, the main 

reason for this problem is the absence of effective ICT security 

awareness training programs adapted to users’ needs. To 

prove and confirm this hypothesis, we aim to evolve the Voozio 

application in the 2.0 version. This new version will be able to 

determine the ability of ICT users to detect a risk situation and 

improve it by combining cognitive sciences and education 

technologies. We will describe here the specifications of the 

new version of Voozio. We also present the Voozio 2.0 

implementation framework.  
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I. INTRODUCTION 

The rising use of new Information and Communication 
Technologies (e.g., smartphones, digital tablets, laptops, etc.) 
in our daily life has increased our vulnerability to new cyber-
attacks [1][2][3]. With the cyber-criminal 
professionalization, the ICT threats (virus, phishing, 
scamming) are more sophisticated and their impact can be 
very significant on our lives [4][5] (personal data theft, 
ransomware). In parallel, the current security mechanisms 
are not yet sufficiently adapted to face these new types of 
ICT attacks. To limit their impacts, several researchers have 
developed anti-phishing training programs [6][7][8]. 
However, these programs are not sufficient to limit an ICT 
attack and that is why the ICT users’ ability to detect a risk 
situation (ICT Risk Detection Skill (IRDS)) should be 
improved. To improve their ICT Risk Detection Skill 
(IRDS), users should be able to adopt good security practises 
when faced with cyber-threats. Here, an ICT risk is the 
probability that a threat exploits ICT vulnerabilities (e.g., 
malicious email, phishing link, etc.) which impacts the 
confidentiality, integrity or availability of information. To 
limit these impacts, we propose to develop a security 
awareness aspect to improve the users’ ICT Risk Detection 
Skill level. Research has been done to develop, for instance, 
security awareness and education programs [9]. A few 
experiments have been executed. They show that, through 
training, ICT users develop new skills improving their ability 
to detect ICT attacks (detect false/malicious email, malicious 
spam). Still, a lot of work needs to be done in the field of 
cybercrime prevention, in particular ways to prevent users 
becoming victims of social engineering [10][11].  

Accordingly, the present paper aims to present a new tool 
which has two aspects: firstly, a measurement aspect to 
determine the users’ ability to detect a risk situation (IRDS); 
secondly, an ICT security awareness aspect to improve 
IRDS. This global ICT security awareness solution will not 
be an isolated solution, but will be integrated into a set of 
several tools, developed in the framework of the FP7 
TREsPASS project [18]. This European project aims to 
combine technical and social sciences in order to develop 
methods and tools to analyse and visualise information 
security risks in dynamic organisations. The expected 
outcome of this project is an “attack navigator” indicating 
which attack opportunities are possible in a targeted 
organisation, which of them are the most critical, and which 
countermeasures are most effective. To identify potential 
attack opportunities, the RISK-DET tool contributors (who 
are also participants of the TREsPASS project) aim to 
develop an additional risk assessment tool focused on social 
sciences.  

The present paper first explains the role of cognitive 
sciences in ICT security awareness. Secondly, it presents the 
security awareness aspect (represented by the Voozio 2.0 
application) of the RISK-DET tool. Thirdly, it describes the 
implementation framework of the Voozio 2.0 application. 
Finally, we conclude by describing the next steps, the 
research hypothesis and expected results. 

II. COGNITIVE SCIENCES IN ICT SECURITY AWARENESS 

With a lack of ICT security awareness, users are strongly 
susceptible to social engineering and phishing attacks [13]. 
As part of our previous research [12], we created a malicious 
application on Google Play and used it to test the ability of a 
representative sample of informed users to detect a risk 
situation on their smartphones. Our results show that more 
than half of the targets submitted their personal information 
to our malicious smartphone application called Voozio. It 
seems feasible to conclude that the majority of ICT users are 
relatively susceptible to IT attacks. We concluded that the 
cognitive aspect has an impact on the ICT users’ reaction 
when faced with risk situations.  

In general, cognitive sciences are based on the study and 
modelling of users’ perception and particularly the risk 
perception. That is why we have decided to integrate 
cognitive sciences a.o. in Voozio 2.0, to obtain more in-
depth results. In general, scholars have argued that ICT users 
have a major role to play in enhancing global ICT security 
[14]. The purpose of the present study is to present an 
evolved version of Voozio that will integrate cognitive, 
social and education sciences. As users are one key element 
to avoid ICT attacks, the cognitive aspect of the ICT users 
should be strongly developed thanks to efficient security 
awareness solutions. The development of Voozio 2.0 will be 
based on the cognitive sciences, in line with our IRDS 
concept. What do we mean when we use the term “cognitive 
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sciences”? Cognitive sciences are a set of scientific 
disciplines dedicated to the description, explanation, and 
appropriate simulation mechanisms of human thought [13]. 
Based on the approach of cognitive sciences applied to ICT, 
the design of Voozio 2.0 should include two following 
properties: firstly, a function for evaluating the IRDS of the 
users whilst considering several psychological factors 
(character, personality, reason ability), and secondly, a 
function for generating a relevant training program in line 
with users’ needs. Cognitive science is tied with Educational 
Technology, and we believe that this discipline should be 
integrated into the new version of our application by 
incorporating an education program which can be adapted 
for individual users. For Voozio 2.0, the cognitive science 
integration will consist of collecting test subjects’ 
psychological factors (character, personality, reason ability) 
with a dedicated questionnaire, validated by an expert panel. 
The psychological factors will allow the Voozio 2.0 
administrator to establish subjects’ psychological profile. 
This profile will be used in the IRDS measurement phase and 
refined continuously in the next phase.  

III. ICT SECUTIRY AWARENESS ASPECT PRESENTATION 

The Voozio 2.0 application is composed of a Computer 

Assisted Test (CAT) based on identified ICT risk situations, 

e.g., malicious email and/or website. The risk situations will 

be presented to the tested users through short videos, 

pictures, or games. The users’ aim is to identify what level 

of risk the ICT situation presents. During this CAT, the 

researchers will analyse the users’ behaviour based on 

several factors, such as time taken to answer, uncertainty, 

etc. In order to obtain an accurate way of scoring, the risk 

situations will follow a precise graduation depending on the 

level of danger based on their impacts. The analysis of 

users’ reactions when faced with an ICT risk scenario will 

be scored and analysed according to a pre-defined scale. 

After the IRDS measurement phase, Voozio 2.0 will 

introduce an educational program composed of e-learning 

modules. The e-learning modules will be adapted to the 

users’ risk perception ability and reactions. Here, we aim to 

improve the IRDS level of the users. As shown in Figure 1, 

the increase in IRDS level is supported by six disciplines.  

 

Figure 1. Disciplines of the IRDS increase phase 

A sustainable improvement of the IRDS requires as 

many interactions as possible between these six disciplines. 

Therefore, Voozio 2.0 will integrate the Cognitive and 

Social sciences, as well as Human-Computer interaction in 

the IRDS level measurement phase. These disciplines will 

consider test subjects’ psychological profiles in the IRDS 

measurement. Moreover, the researchers aim to include E-

learning, Education and Cyber-crime science [14] in Voozio 

2.0 conception to increase the users’ IRDS level. 

Furthermore, the ICT security awareness aspect will allow 

Voozio 2.0 administrators to provide training programs 

adapted to users’ training needs depending on the IRDS test 

results and subjects’ reactions (user behaviour). The social 

sciences play an important part in the Voozio 2.0 general 

process by bringing an additional precision level to the 

IRDS measurement. 

IV. VOOZIO 2.0 IMPLEMENTATION 

An adapted IRDS measurement test should be integrated 

in Voozio 2.0 to determine users’ training needs. This test is 

intended for a group of users and necessitates a preliminary 

requirement; the agreement between “the trainer” and the 

management team of the organisation (e.g., Managing 

Director, IT Manager, etc.). Here, the trainer corresponds to 

the Voozio 2.0 administrator who will submit the IRDS 

measurement and the training program to the targeted staff. 

The test will consist of sending an email which proposes to 

install the Voozio 2.0 application to the entire staff of a 

private/public organisation. After installation, Voozio 2.0 

will generate several risk situations (e.g., malicious email 

and spam). We stress that the risk situations generated will 

not present any danger for the users’ devices. The test will 

only measure how many of the users are unaware of the 

threat and “fall into the trap”. Once the data has been 

collected and interpreted, the trainer will be able to establish 

a first IRDS level evaluation for all staff. After the test, 

Voozio 2.0 will send a training program composed of e-

learning modules focusing on good ICT security practices to 

all the employees. A short time (one or two weeks) after the 

ICT security awareness program, an additional risk situation 

will be generated by the Voozio 2.0 application to evaluate 

the reliability of the provided training programs. A 

comparison study will be performed by the trainer to note 

the difference between the IRDS test results obtained before 

and after training program. Thanks to this test, we will be 

able to measure the efficiency of the ICT security awareness 

aspect based on any improvements. To have relevant results, 

application implementation will be on a large organisation 

to measure and improve the ICT Risk Detection Skill level 

of their employees (pool of testers).  

If we succeed to reach the critical mass for the test pool, 

we will be able to collect relevant results needed to establish 

a statistical study. According to a precise and automatic 

analysis of the results, the solution will create a user 

classification depending on their ICT attack vulnerability 

and will generate dedicated ICT training programs specific 

to different user groups to enhance ICT Risk Detection 

Skill. As in our previous research, no personal data will be 

retained during this test and test subjects’ privacy will be 

strictly respected.  

V. MODEL ANALYSIS 

The preliminary work of researchers consisted to 

identify related works [15][16][17] and establish a formal 
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state-of-the-art in risk perception domain. Before the 

experimental phase, we aim to submit Voozio 2.0 to an 

expert panel which have been worked on the same domain 

to analyse the proposed model and give their feedback on it. 

The expert panel feedback will allow us to refine the 

prototype to be adapted to users’ needs. The expert panel 

will be selected by the Voozio 2.0 designers and will group 

experts from industrial and academic organisations.  

VI. CONCLUSION 

In the FP7 TREsPASS project framework, we aim to 

develop the RISK-DET risk assessment tool which will 

include an ICT security awareness aspect based on 

Cognitive and Education Sciences called Voozio 2.0 (based 

on the results of the previous experience conducted with the 

smartphone application Voozio 1.0). Analysis of similar 

works will allow us to define the Voozio 2.0 technical and 

functional specifications and implement our IRDS concept. 

After the Proof of Concept development phase (planned 3
rd

 

trimester 2014), we suggest that the Voozio 2.0 beta version 

could be validated by an expert panel and tested on an 

organisation of 1000 employees during an experimental 

phase. This phase will allow us to test our innovative IRDS 

measurement methodology and make our research work 

(results interpretation and model analysis). In the long term, 

Voozio 2.0 could provide a commercial ICT risk awareness 

solution. However, we should keep in mind that the effect of 

training can decrease over time. Due to this fact, the tool 

shall be based on a core system using versatile contents 

which will be set up over time, depending on the context of 

the ICT threat and on the security maturity of the 

organisation. Voozio 2.0 will enable us to propose a 

permanent IRDS measurement and security awareness 

solution. The first result of our work is the Voozio 2.0 

technical and functional specifications document which will 

be published during the ICCGI 2014 conference.  
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